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This advisory cancels U.S. Maritime Advisory 2023-005

1. Reference: None.

%K. \/\ EK{}— IK%Q 0) We b ~N (' 2. Issues Irstances of significant GPS mterl
interference can result in lest ar inaccurat

communications equipment (including satel

ence have been reported worldwide m the maritime domain. This
signals affecting bridge navigarion, GPS-hased timing, and
ile communications equipment), The U.S, Coast Guard Navigaton Center

%&i é *L f— G PS G) ﬁ:ﬁ EIEE G) H% —-?—A §|J I) 2 I\ 7b§\7/"—,;\< Q A I ‘ﬁE (NAVCEN) webpage, https:/naveenusce povigps-problem-report-status, contains a chronolegical list of recently
M — <= MozIN = /i reported GPS problems. GPS interference may a'so be causad by planned testing or training activities. further

information on pisnned outages can be found at Mltpsdfvasw navcen wsce eov/eas-servica-interryptions and will also

Jge 5.5

https//gousagov/xl\/lzzq be published in the Notics to Mariners.

Automaltic ldentilication Systems (AIS] are open, unencrypled, and unprotecied rado syste
nan-sacure VHFE-FM channeds, As such, AIS signals can he spoafed, resulting in incorrect or missing AIS dara.

s interded  cperate on

3. Guidance: Exercise caution when underwsay. Plans tor responding to GPS disruptiors that attect safe navigation of
\'e,snls should be in place prior to gatting undenway. Such plans should be incorporated into company policy and
safety mansgement systems as appropriate and made readily available to vessel crew resoonsible for safe navigation

= W
I:Itl

.
& (R

https://www.maritime.dot.gov/msci/2023-013-various-gps-
interference-ais-spoofing

|



https://go.usa.gov/xMZ2q
https://www.maritime.dot.gov/msci/2023-013-various-gps-interference-ais-spoofing
https://www.maritime.dot.gov/msci/2023-013-various-gps-interference-ais-spoofing
https://www.maritime.dot.gov/msci/2023-013-various-gps-interference-ais-spoofing
https://www.maritime.dot.gov/msci/2023-013-various-gps-interference-ais-spoofing
https://www.maritime.dot.gov/msci/2023-013-various-gps-interference-ais-spoofing
https://www.maritime.dot.gov/msci/2023-013-various-gps-interference-ais-spoofing
https://www.maritime.dot.gov/msci/2023-013-various-gps-interference-ais-spoofing
https://www.maritime.dot.gov/msci/2023-013-various-gps-interference-ais-spoofing
https://www.maritime.dot.gov/msci/2023-013-various-gps-interference-ais-spoofing
https://www.maritime.dot.gov/msci/2023-013-various-gps-interference-ais-spoofing
https://www.maritime.dot.gov/msci/2023-013-various-gps-interference-ais-spoofing
https://www.maritime.dot.gov/msci/2023-013-various-gps-interference-ais-spoofing
https://www.maritime.dot.gov/msci/2023-013-various-gps-interference-ais-spoofing

R RIS B

041272024 None
11:20:00

Middle

East Time

HH-

BET 4 A7 LA ICTRAULMFREARTSIN
MRAHZ D OHNZ S & LTWB Z & 2R

KEFEOMTEFEIIT 77T M7 4L b

He (2024 7822HES)

USER: CALLER REPORTED A POSSIBLE CYBER SECURITY Unknown

ATTACK OMN THE VESSEL APL EAGLE AT THE INCIDENT Interference
LOCATION. THE CALLER STATED THEY EXPERIEMCED AN
ERRATIC TRACK LINE OMN THE VESSELS CHART DISPLAY,
THAT SEEMED TO TRY AND TAKE THE VESSEL OFF OF THEIR
COURSE. THIS INTERFERENCE TOOK PLACE FOR A FEW
MINUTES, AND THEN WENT BACK TO NORMAL. THIS

WVESSEL EXPERIENCED THIS A FEW MONTHS AGO WHILE 1IN
THE SAME AREA. THE VESSEL IS A US FLAGGED SHIP WHO'S
PORT OF REGISTRY IS WILMINGTON, DELAWARE. THE
VESSEL HAS NEVER BEEN TO THE UNITED STATES, AND
OPERATES IN JEBEL ALI, DUBAI. THE U.S. COAST GUARD
ACTIVITIES EUROPE DOES THERE INSPECTIONS.
WILMINGTON, DELAWARE WAS USED AS THE INCIDENT
LOCATION, BUT THE INCIDENT ACTUALLY OCCURED AT THE
COORDINATES PROVIDED IN THE PERSIAN GULF.

MAVCEN: The GPS Qperations Center reviewed the GPS
Constellation and Control Segment, there are no known
anomalies that might affect GPS signal integrity at the time
and vicinity of the reported problem. Space weather was
reviewed and found unlikely to have impacted GPS
performance. There were no authorized GPS tests in the
area. No correlating reports from inter-agency partners. No
additional information.

https://navcen.uscg.gov/gps-problem-report-status
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1

function y =

end

fen(u, flagacp)
persistent delaySamples counter
Fs = 2.848e6; % .o J ) VKL (2.048MHz)

microsec = 8.5; % _ _ THEELCpf D S0 EIE
holdTime = ©.1; ¥ _ Z TIEE L EITBEE FiF
% flagacp 7' true MBS EFELUAEETIC v x50 FTFLN
if flagacp
y = uj
return;
end
% AEME L EF(C delaySamples * 31 HE

if isempty(delaySamples)
delaySamples = round(Fs * microsec * le-6);
counter = 8;

end

% HOITREFMIC

y = zeros(size(u),

NHEE (EE - A

'intls');

284808x1)

% EiE & (F4F
if counter < Fs * holdTime
y{l+delaySamples:end) =
counter = counter + numel{u)};
else
y = intlé({real{u));
counter = @8;
end

intl6(real{u(l:end-delaySamples)})’

0 —
VT A=ZEFEA
= U MATLAS Furction
] |E.mmm, Flagln AMP_rrspKalmantanie 2007 wizeu b 48 MATLAS Furc lice
1 [-] function KalmanQut = kalmanFilter(error)
2 % LT TR
3 Fs = 2.84B8e6;
4
5 % B A~2 FILOERL
B = (8:(1/Fs):(length({error)-1)*({1/Fs})";
Fi
8 % ALTLILIILAMING A=A
g Q = 2e-5; % JOtER/AXDOEZHITH
18 R=2e-2; % BH/AZOESTH
11 x_hat = zeros(2, 1); % HRE~AZ FILOIAHEE
12 P = eye(2); % HEHEFREFORSEITH
13
14 % AT 742 HADOIRIE
15 KalmanOut = zeros(size(t));
16
17 % AT TAILEDHE
18 [ for 1 = 2:length(t)
19 % FRATY S
2e ®_hat_minus = x_hat;
21 P minus = P + 0;
22
23 % BFATY S
24 K = P_minus / (P_minus + R);
25 ®*_hat_minus = x_hat_minus + K * (error(i) - x_hat_minus(1)};
26 P=1(1-K)* P_minus;
27
28 ¥ DLV T I ENDOEE
29 KalmanOut(i) = -real(x_hat_minus(1})};
38 = end
31 = end
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